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Commissioned Processing Contract 

 

between 

 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Customer number 

 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Company name 

 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Street/ no. 

 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .Post code, city 

 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Country 

 

− hereinafter referred to as the Principal – 

and 

 HELLA Gutmann Solutions GmbH  

Am Krebsbach 2 

79241 Ihringen 

Germany 

 

− hereinafter referred to as the Agent – 

- The Agent and the Principal together are hereinafter referred to as the Parties or in-

dividually as the Party. 

 

WHEREAS the Agent develops and markets electronic diagnosis solutions for motor vehi-

cles. It receives data about vehicles from the Principal’s plant via an electronic interface.  

The Agent is also developing and marketing service solutions that will enable automotive 

workshops to design and accelerate service orders with end-to-end transparency. In addition 

to providing digital inspection plans, manuals and data that are essential for servicing the 

vehicle in question at several workstations, work is to be documented and, after completion 

of a service order, optionally entered in the vehicle manufacturer's portals. To perform these 

tasks, the Agent receives data on vehicles and the customer from the customer's operations 

via an electronic interface. 
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These data also includes data which constitutes personal data pursuant to the General Data 

Protection Regulation (“GDPR“), e.g. the licence plate number and the vehicle identification 

number.  

NOW THEREFORE, in order to control how said data is handled, the Parties herewith enter 

into the following contract.  

 

1. Subject matter, scope and duration of the processing  

1.1. The Principal commissions the Agent with the processing and use of the data de-

scribed under 1.2. while observing the rights and obligations laid down in this con-

tract. 

1.2. The data covered by this contract is personal data, which the Agent is sent in con-

nection with the repair/servicing of vehicles from the Principal’s business, i.e. details 

about the customers of the Principal, the vehicle identification numbers (FIN/VIN) 

and official licence plate numbers. This data shall hereinafter be referred to as “Con-

tractual Data“.  

1.3. According to the current state of affairs the Contractual Data currently may includes 

the following type of data: 

- name, address, e-mail address, telephone number, VIN/VIN, and license plate num-

ber of the vehicle owner 

- name, address, e-mail address, telephone number, photo of the car workshop / car 

workshop manager 

- name, e-mail address, photo of the user(s) 

- name, e-mail address and phone number of the wholesaler 

 

Additionally when being used by HGS Data, the Contractual Data contains: 

- the name, address, email address and telephone number of the vehicle owner. 

 

When using the Remote Service, the Contractual Data additionally contains:  

 

- the name of the end customer of the Principal 

 

 

When usingTechview, the Contractual Data additionally contains:  

 

- image information 

- live video and audio stream 

- chat record including images and files 

- telephone number of the employee in the garage  

- email address of the employee in the garage 

 

Additionally the Contractual Data includes the following when using Cyber Security 

Management: 

- name and surname of the employee of the customer  
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- email address of the employee of the customer  

- reference number for checking identity (IDnow token)  

 

1.4. The Agent records, saves and processes the Contractual Data. This processing of 

the Contractual Data and, if necessary, forwarding via OE Service GmbH to the re-

spective vehicle manufacturer shall solely take place as a preparatory or supporting 

measure of servicing or repair work of the Principal in the course of its business op-

erations. 

1.5. The Agent shall save the Contractual Data until the end of the contractual relation-

ship (figure 12.) or until it has been instructed to delete said data at an earlier date by 

the Principal. If so required by statutory regulations, it shall be permissible for the da-

ta to be saved for a period in excess of the above. 

1.6. The following persons are affected by the said transfer and processing of the Con-

tractual Data:  

 

• Customers of the Principal (including consumers), 

• Vehicle owners, 

• Employees of the Principal. 

 

2. Technical and organisational measures for data privacy 

2.1. The Agent undertakes to effectively protect the Contractual Data according to the 

state of the art from unauthorised access, change, destruction or loss, unauthorised 

transfer, any other unauthorised processing and other misuse and to take all tech-

nical and organisational measures (“TOMs“) required in accordance with article 32 

GDPR. The TOMs should ensure that the Contractual Data is secured to the degree 

necessary as well protected against misuse, loss and unauthorised access by third 

parties.  

2.2. The current status of the TOMs initiated by the Agent is outlined in Annex 1. As long 

as the implementation costs are in an appropriate ratio to the risk for the rights and 

liberties of the persons affected, the Agent shall adjust its TOMs in the course of the 

contractual relationship if the measures taken no longer correspond to the current 

state of the art and/or adjustments are necessary due to organisational develop-

ments. The security level of the TOMs outlined in Annex 1 may not be undercut as a 

result. The Agent shall document any changes to the TOMs. 

2.3. In the event of cases stated in figures 6.3. and 6.4. (data breaches), the Agent shall 

adapt its TOMS subject to figure 2.2. of this contract, if this is suitable and necessary 

for the future avoidance of such breaches. The parties shall additionally take suitable 

measures to minimise any negative consequences for those affected.  

3. Rights and obligations of the Principal, control measures 

3.1. Solely the Principal shall be responsible for assessing if the processing is permissi-

ble pursuant to article 6 para. 1 GDPR as well as for upholding the rights of the per-

sons affected in accordance with article 12 to 22 GDPR.  
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3.2. The Principal shall be entitled to convince itself that the Agent is upholding the Toms 

concluded in accordance with figure 2 of this contract, through inspections on site, as 

well as according to the proviso of figure 3.3 before the start of the data processing 

and then regularly at reasonable intervals after agreeing an appointment. The Princi-

pal shall not be entitled to carry out the inspection itself. Instead it must contract ex-

perts for the inspection who must assure the Agent that they shall only inspect the 

compliance with obligations outlined in article 28 GDPR and only convey these re-

sults to the Principal, thus in particular shall not divulge any of the Agent’s company 

secrets to the Principal. 

3.3. The Principal shall furthermore be entitled to demand from the Agent details and in-

formation about the implementation of the TOMs in accordance with figure 2 as well 

as about the upholding of all other obligations specified in article. 28 GDPR. The 

Agent can comply with such a demand itself or through a third party, for example by: 

3.3.1. Providing information itself about the implementation of the TOMs; 

3.3.2. Submitting a certificate, a report or an excerpt of a report by an independent 

third party (e.g. an expert). 

3.4. The Principal must bear any costs which may be incurred in the scope of the inspec-

tions in accordance with figures 3.2 to 3.3. of this contract, especially by contracting 

a third party, if the Principal contracted the third party itself or demands that the 

Agent appoints the third party. 

3.5. The Principal shall inform the Agent without delay if it ascertains any faults or irregu-

larities when inspecting the TOMs.  

4. Rights and duties of the Agent 

4.1. The Agent as well as anyone under its authority, who has access to the Contractual 

Data, shall solely process the Contractual Data on behalf of the Principal according 

to its instructions and in the scope of the purpose of this contract unless it is obligat-

ed to a different processing due to the law of the European Union or of the member 

states which the Party is subject to. In such a case the Agent shall notify the Princi-

pal of these legal requirements before the processing, unless the law in question 

prohibits such notification due to an important public interest.  

4.2. Outside the instructions of the Princ ipal, the Agent may neither collect, process or 

use the Contractual Data for its own purpose nor for the purpose of third parties.  

4.3. The Agent may only correct, delete or block the Contractual Data if instructed to do 

so by the Principal, unless there are justified interests of the Agent which oppose 

this.  

4.4. The Agent may not make any copies or duplicates of the Contractual Data without 

prior authorisation by the Principal. This shall not apply to back-up copies, if they are 

necessary to ensure a correct data processing, as well as to data which is necessary 

with regard to upholding statutory archiving obligations. 

4.5. The Agent undertakes to pass on to the Principal without delay all enquiries from 

third parties regarding the Contractual Data. Without written authorisation from the 
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Principal it shall not be entitled to give affected parties or other third parties any in-

formation about the Contractual Data. 

4.6. If the Agent is granted the possibility of accessing the data processing systems of 

the Principal, it may only use this access to fulfil its obligations under this contract.  

4.7. In view of the type of processing, the Agent shall support the Principal as far as pos-

sible with suitable TOMs to meet its obligation to reply to questions regarding rights 

of the data subject referred to in chapter III of the GDPR. Furthermore it shall, taking 

into consideration the type of processing and the information it has at its disposal, 

support the Principal in upholding the obligations outlined in articles 32 to 36 of the 

GDPR. The Principal must reimburse the Agent for any costs incurred to this end. 

The Parties have set a rate of €50.00 per hour, if applicable plus VAT.  

5. Data protection officer 

5.1. Mr Eike Westermann (dataprivacy@hella.com) has been appointed as Data Protec-

tion Officer at the Agent.  

5.2. The Principal is to be informed without delay if the Data Protection Officer is 

changed. 

6. Notification obligations 

6.1. The Agent shall notify the Principal without delay if in its opinion one of the Princi-

pal’s instructions infringes the GDPR or other data privacy regulations of the Euro-

pean Union or the member states. The Agent may refrain from carrying out the cor-

responding instruction for so long until the Agent has been informed about the inves-

tigation and the results of the investigation of the Principal. If the investigation of the 

Principal should reveal that there is in fact an infringement against relevant data pri-

vacy regulations, the Agent shall not execute the instruction. If after the investigation 

by the Principal, no consensus can be gained by the Parties about whether the in-

struction complied with the GDPR or other data privacy regulations of the European 

Union or the member states, the Parties shall inform the relevant supervisory body 

and shall obtain their decision in accordance with article 58 Para. 2 a) GDPR. 

6.2. If the Agent is aware that the protection of the Contractual Data has been infringed, it 

must inform the person responsible immediately. The Agent is aware of the infringe-

ment of the Contractual Data, if it gains sufficient knowledge to enable it to responsi-

bly report it in accordance with the regulations of the GDPR. 

6.3. Fig. 6.2. shall apply accordingly if the Agent is aware of any disruptions to the pro-

cessing or operating procedure or other infringements of regulations to protect the 

Contractual Data.  

6.4. The Agent must inform the Principal immediately about any checks carried out and 

measures of the supervisory body if they affect the Contractual Data. This shall also 

apply if a relevant authority is investigating the Agent. The Agent shall follow any in-

structions issued by the authorities in connection with the Contractual Data. 

7. Managerial authority / scope 

7.1. Instructions must be issued in text form (especially in writing or by email).  

mailto:dataprivacy@hella.com
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7.2. The Agent shall document the instructions of the person responsible in a suitable 

manner.  

8. Non-disclosure obligation  

8.1. The Agent undertakes to maintain confidentiality during the processing of the Con-

tractual Data.  

8.2. The Agent must commit its employees involved in processing the work to maintain 

confidentiality. Additionally, the Agent must inform these employees about the exist-

ing obligation to adhere to the instructions and purpose regarding said data.  

8.3. The non-disclosure obligation shall continue also after the contract has terminated.  

9. Cross border processing 

The contractually agreed data processing shall be performed solely in a member 

state if the European Union or in another state belonging to the European Economic 

Area. The data must be stored within the European Union or the European Econom-

ic Area. Any processing of the Contractual Data in a third country including data re-

trieval from such a third country (e.g. by the customer service, help desk etc.), shall 

require prior written authorisation from the Principal and may only take place if the 

special conditions of article. 44 and following of the GDPR have been met. The Prin-

cipal shall grant its consent if the statutory requirements are upheld. This shall also 

apply to contracting subcontractors in third countries. In order to secure an appropri-

ate data privacy level the Parties undertake to apply standard contractual clauses of 

the European Commission as soon as these are available. If these clauses have 

been agreed on by the Agent and the subcontractor, an authorisation from the Prin-

cipal is no longer required.  

10. Subcontractors 

10.1. The Agent is entitled to commission subcontractors for the data processing. 

The contractual agreements with the subcontractor/s must be concluded in such a 

way that they correspond to the data privacy regulations in the contractual relation-

ship between the Principal and the Agent. A list of the subcontractors currently com-

missioned is appended to this contract as Annex 2.  

10.2. The Agent shall inform the Principal in good time and in advance in text form 

(especially in writing or by email) about each intended change with regard to the hir-

ing or replacement of subcontractors. The Principal shall be entitled to appeal 

against such changes in text form (especially in writing or by email) within two weeks 

of the receipt of the information. 

10.3. The Agent shall ensure that its subcontractor grants it the control rights out-

lined in figure 3.2. and 3.3. of this contract. With the help of said rights the Agent 

shall in particular ensure that the subcontractor provides sufficient guarantees that 

the suitable technical and organisational measures are executed by subcontractor in 

such a way that the processing is carried out in compliance with the requirements of 

the GDPR. The results of the investigations are to be documented by the Agent and 

to be made accessible to the Principal on request. 
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10.4. Contracts with subcontractors must be laid down in text form (especially in 

writing or by email). 

11. Ownership of data carriers, return of data carriers, deletion 

11.1. Any data carriers given to the Principal, on which Contractual Data is stored, 

are the property of the Principal.  

11.2. After completing the contractual work (or earlier if requested to do so by the 

Principal) the Agent must immediately delete in full the Contractual Data which it has, 

unless this would involve a breach of any statutory archiving obligations.  

11.3. The deletion is to be recorded in writing with a specification of the date and 

confirmed in text form (especially in writing or by email) to the Principal on its re-

quest.  

12. Term and termination 

12.1. This contract shall come into force on being signed by the Parties and is con-

cluded for an indefinite term. 

12.2. The contract can be duly terminated by both Parties with two weeks’ notice. 

This shall not apply if the Agent remains committed under another agreement to pro-

cess Contractual Data for the Principal. In this case the two weeks’ notice period 

shall only begin once the other agreement has terminated. 

12.3. The contract can be terminated by either Party for cause without upholding a 

notice period. Cause shall exist if, taking all circumstances of the individual case into 

consideration and assessing the interest of both Parties, the continuation of the con-

tractual relationship until the end agreed or until the end of a period of notice cannot 

be expected from the Party terminating the contract. This should in particular be the 

case if a serious violation against the provisions of this contract or against the provi-

sions of the GDPR is committed by the respective other Party.  

12.4. Notice of termination must be made in writing as stated in article 126 German 

Civil Code (BGB).  

13. Applicable law / place of jurisdiction / ineffective provisions 

13.1. The Parties agree on the application of German law with the exception of the 

rules on the conflict of laws. The place of jurisdiction for all disputes arising from or in 

connection with this contract is the headquarters of the Agent. 

13.2. If individual provisions of this contract are ineffective or nonexecutable or be-

come ineffective or nonexecutable after signing this contract this shall not affect the 

effectiveness or executability of the remaining provisions of the contract. The ineffec-

tive or nonexecutable provision shall be replaced with an effective or executable one 

which comes as nearest as possible to the economic aim which the Parties were try-

ing to attain with the ineffective or nonexecutable provision. 
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Place, Date. . . . . . . . . . . . . . . . . . . . . . Ihringen, 17 November 2020 

 

 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .  . . . . . . . . . . 

. . . . . . . . . . . . . . . . . . . . . . 

Signature the Principal (Managing director) 

(Authorised representative 1)  

 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . Adnan Cemal 

Name in capitals 
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- Annex 1 - 
 
 

Technical and Organisational Measures  
 

The following technical and organisational measures are to be determined individually and 
specifically named. 
 
If sensitive data or special types of personal data are covered by the order (e.g. details about 
trade union membership or health), special protective measures are to be taken. These must 
be stipulated separately and explained.  
 
The following measures are minimum requirements. They are to be guaranteed at any time 
by the Agent: 
 
1. Entry checks 
 
Unauthorised persons are forbidden entry (in terms of physical access) to the data pro-
cessing systems, with which the personal data is processed and used. 

 
Technical and organisational measures for access checks: 
 

• ID card reader, chip card; 

• Protective measures against theft, manipulation and damage to the equipment used 
for the data processing; for example access authorisation concept for the server, UPS 
and air conditioning in server rooms 

• Different security zones on the premises; 

• Keeping a log of personnel on site; 

• Controlled issue of keys (including access areas); 

• Door security system (electrical door openers etc.); 

• Factory security, gatekeeper; 

• Regulations for entry of external parties; 

• Access barriers (e.g. turnstiles); 

• Monitoring systems such as alarm systems 
 
 
2. Physical access checks 
 
Unauthorised persons must be prohibited from accessing the data processing systems. 

 
Technical (code / password protection) and organisational (user master record) 
measures with regard to the user identification and authentication: 
 

• Authorisation concept and introduction of differentiated access levels (system); 

• Individual user IDs; 

• Password procedures (i.e. special characters, minimum length, the code is to be 
changed regularly); 

• Process designed and implemented which guarantees that all access rights are re-
voked immediately if an employee leaves the Agent’s company; 

• Firewall; 

• Encryption of data carriers in accordance with the acceptable use-policy regulation for 
the use/disposal of data carriers (e.g. USB, external hard disks); 

• Provisions for the access of external parties. 
 
3. Access checks 



 

10 

 
It must be ensured that to use a data processing system, authorised persons can solely ac-
cess the data which their access rights entitle them to access, and that personal data cannot 
be read, copied, changed or deleted without authorisation while said data is being used, pro-
cessed or stored.  
 

Measures to develop the authorisation concept and the access rights as well as their 
monitoring and recording: 
 

• An authorisation concept and implementation of differentiated access levels (data);  

• All servers are hosted in secure computer centres, which are regularly tested regard-
ing their security;  

• It is not possible to install unknown/unauthorised software on the hardware of the 
Agent;  

 
 
 
4. Transfer checks 
 
It must be ensured that during the electronic transfer or during transport or when being saved 
to a data carrier, the personal data cannot be read, copied, changed or deleted without au-
thorisation. 
 

Measures during the transfer, transport or saving onto data carriers (manually or elec-
tronically) as well as during the subsequent inspection: 
 

• Encryption, tunnel connection (VPN = Virtual Private Network);  

• Recording of the transfer type / data transferred / recipient transport protection. 
 

 
 
5. Input checks 
 
It must be ensured that that it is possible to subsequently check and ascertain if and by 
whom personal data has been entered into the data processing system or changed or delet-
ed. 
 

Measures to subsequently check, if and by whom the data was entered, changed or de-
leted: 
 

• Recording system activities (reading, changing, unauthorised access attempts, regu-
lar log analysis / special analysis if necessary);  

• Regular and systematic evaluation of the logs. 
 
 
6. Order control 
 
It must be ensured that personal data which is commissioned to be processed is only pro-
cessed according to the instructions of the Principal. 
 

Measures to demarcate the competences between the Principal and the Agent: 
 

• The employees are separately obliged not to disclose the customer data transferred; 

• The customer data has to be treated with at least the same due care as the Agent’s 
own confidential data; 
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• Steering of the execution of the contract (control / auditing subcontractors by the 
Agent, the Principal shall receive the results of the self-evaluation of the Agent). 

 
 
 
7. Availability check 
 
The Agent must ensure that personal data is protected against co-incidental destruction or 
loss. 
 

Measures to secure the data (against destruction /loss): 
 

• Back-up procedures;  

• Separate storage;  

• Mirroring of the hard disks (e.g. RAID);  

• Uninterrupted power supply (UPS);  

• Concept for the archiving of data;  

• Regular control of the status of the system (monitoring);  

• Virus protection.  
 
 
8. Separation checks  
 
It must be ensured that data collected for different purposes can be processed separately. 
 

Measures for the separate processing (saving, changing, deletion and transfer) of data 
for different purposes: 
 

• Separation of real-time and test system;  

• Documented functional separation. 
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- Annex 2 - 

Processor 

No. Company Address 
Purpose of the sub-
commissioning 

1 Asanetwork GmbH 
Vennhauser Allee 265 
40627 Düsseldorf 
Germany 

To link other software in the 
factory with the diagnosis 
equipment 

2 
Hella Gutmann Solu-
tions A/S 

Lundborgvej 10, 
8800 Viborg, 
Denmark 

For the correct vehicle selection 

3 TecAlliance GmbH 
Steinheilstraße 10 
85737 Ismaning 

Germany 

For the correct identification of 
vehicles in Austria, Switzerland, 

Germany, France and the 
Netherlands 

4 Bisnode Danmark a/s 
Gyngemose Parkvej 50, 8 

2860 Søborg 
Denmark 

For the correct identification of 
vehicles in Finland, Norway and 

Sweden 

5 
FTZ Autodele & 
Værktøj A/S 

Hvidkærvej 21 
5250 Odense SV 
Denmark 

For the correct identification of 
vehicles in Denmark 

6 Jifeline BV 
De Hoogjens 11,  
4254 XV Sleeuwijk,  
The Netherlands 

For the execution of  
diagnostics/coding services 
through the  Internet 

7 APIZEE 
11 rue Blaise Pascal 
22300 Lannion 
FRANCE 

For the execution of  
remote support sessions via 
video/audio/chat 

8 AWS 

Amazon Web Services Inc. 
410 Terry Avenue North, 
Seattle, WA 98109-5210, 
USA 

For the provision of  
online services  

9 TecMotive GmbH 
Wilmersdorfer Str. 115-116 
10627 Berlin 
Germany 

For performing services 

10 IDnow GmbH 
Auenstr. 100   
80469 München 
Germany 

Identity checking/verification of 
the employee in the garage 
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11 FCA Italy S.p.A. 
C.so G. Agnelli 200 
10135 Turin 
Italy 

Authenticated 
diagnosis access 
(security gateway) 

12 Mercedes-Benz AG 
Mercedesstr. 120 
70372 Stuttgart 
Germany 

Certificate-based diagnosis 
(CeBAS) 

13 VOLKSWAGEN AG 

Berliner Ring 2 

38440 Wolfsburg 

Germany 

Protection of Vehicle Diagnos-
tics (SFD) 

14 
Geotab Inc. 

 

2440 Winston Park Drive 

Oakville, Ontario 

L6H 7V2, Canada 

Provides a telematics Market-

place that hosts the HGS Trou-

ble Code Monitoring Data Ser-

vices 

15 
OE Service GmbH 

Dr. Franz-Palla-Gasse 22 

9020 Klagenfurt 

Österreich 

Data entry and retrieval in/from 

vehicle manufacturer porta-le(s) 

16 

Microsoft Ireland Ope-

rations Limited 

70 Sir John Rogerson's 

Quay 

Dublin 2 

Irland 

Hosting oft he applikation 

17 
WESP 

Zuidwal 4-B 

5211 JK ’s-Hertogenbosch 

Niederlande 

Piloting the collection of data for 

performance analyses of car 

workshops. 

Based on the workshop-related 

data, key figures and reports 

are generated for the car work-

shop. 

18 

WERBAS GmbH – 

Werkstatt-Software 

Max-Eyth-Straße 42, 71088 

Holzgerlingen 

Processing customer & vehicle 

data for order creation and 

documentation 

19 
Ingenieurbüro Bücher 

Zu den Alpen 12, 48301 

Nottuln 

Processing customer & vehicle 

data for order creation and 

documentation 
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20 

Limex Computer 

GmbH 

Holsten-Mündruper Straße 

80 

49086 Osnabrück 

Processing customer & vehicle 

data for order creation and 

documentation 

21 
PRM Software AG 

Dieselstraße 4, 71277 Ru-

tesheim 

Processing customer & vehicle 

data for order creation and 

documentation 

22 

DVSE Gesellschaft 

für Datenverarbei-

tung, Service und 

Entwicklung mbH 

Lise-Meitner-Straße 4, 

22941 Bargteheide 

Processing customer & vehicle 

data for order creation and 

documentation 

23 

n-Systems GmbH & 

Co. KG 

Kaiserstraße 95-101a 

66133 Saarbrücken 

Transfer of customer & vehicle 

data for ordering car spare 

parts 

24 

drivelog - Der Werk-

stattpartner für KFZ 

Ersatzteile und Werk-

stattzubehör 

Robert-Bosch-Straße 8, 

73760 Ostfildern 

Transfer of customer & vehicle 

data for ordering car spare 

parts 

25 
auteon GmbH Körtestraße 2, 10967 Berlin 

Transfer of customer & vehicle 

data for ordering car spare 

parts 

26 
RENAULT s.a.s. 

13-15 quai Le Gallo 

92100 Boulogne-Billancourt 

FRANCE 

CAN Gateway Unlocking Solu-

tion 

27 
Kia Europe GmbH 

Theodor-Heuss-Allee 11 

60486 Frankfurt am Main 
Secure Diagnostic Access 

 

 


